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Where is the file?

An application writes a file.
Where is it?

write() - ?277? — persistence
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Multiple Truths

TRUTH EXAMPLE

Application truth “write succeeded” .
All can be internally
consistent. And still

Filesystem truth “block X belongs to file A” 0 Siste ds
disagree.

Device truth “LBA X contains ...”

Physical truth “some pages currently encode ...”
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An Example Case

Application checkpoint is updated with a secure pattern:
write (temp)

fsync (temp)

rename (temp, target)

fsync (directory)

Logs read: Configuration saved successfully

Power loss occurs.
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An Example Case

Clue #1:

Filesystem: clean
Journal replay: successful

Clue #2:
checkpoint.dat
size: 536870912
mtime: 02:14:36

Clue #3
In filesystem journal namespace update happened

New inode is bound to checkpoint.dat.

App start reports: Checksum failure!

offset

00000000
00001000
00002000
0317F000
03180000
03181000
03182000
03200000
03201000
08A40000
08A41000

Which layer is lying here?

generation

1842
1842
1842

1842
1841
1841
1841

1842
1842

1841
1841
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An Example Case

Expectation Observation Explanation

e fsync() succeeded e directory state is new * the filesystem's durability guarantee
* rename completed * metadata is new guarantee
e therefore new file survived e some datais old e depended on a lower layer honoring

honoring persistence semantics
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The Classical Forensic model

Physical disk
J

Disk image

¢ Acquire everything.

Partjltions Interpret later.

Filesystem

7

Files + metadata + unallocated space

\”

Reconstruct history
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After the File System Snapshot
Physiffl disk v
Disk image Host > FS > Virtual Block
N l \
Partitions
J
Files\\ftem RAID Distributed Layer
Files + metadata + unallocated ‘l'
space
{ SSD !
Reconstruct history l, Re pIic =
FTL

Where do you acquire “everything”?
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You have the drives. Do you have the data?

| give you every physical drive from the system.
Do you have the data?

Maybe.
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Then capacity happens

The old forensic primitive:

“Read everything.”

Does this still scale?
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What doesn't scale?

Correlation

Reconstruction

Capacity Scales

Human
Attention -
Acquisition

Not at the same rate!
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A Missing Storage Property?

* (Capacity
 Latency

* Throughput

* Availability

* Durability

* (Cost

* |Inspectability?
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Three things | learned from forensics

01 Persistence # evidence
02 Recovery # understanding

03  Scale changes the investigation
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In the Capacity Era, are we building systems that can
store more data - or systems we can still understand
when something goes wrong?
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